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not constitute authority to maintain
information in the record merely be-
cause it may be useful; both Govern-
ment-wide and internal agency person-
nel records shall contain only informa-
tion concerning an individual that is
relevant and necessary to accomplish
the Federal personnel management
purposes required by statute, Execu-
tive order, or Office regulation.

(b) The Office is responsible for es-
tablishing minimum standards of accu-
racy, relevancy, necessity, timeliness,
and completeness for personnel records
it requires agencies to maintain. These
standards are discussed in appropriate
chapters of the Federal Personnel Man-
ual. Before approval of any agency re-
quests for changes in recordkeeping
practices governed by the Federal Per-
sonnel Manual, the Office will examine
the proposal or request in the context
of such standards set forth by the agen-
cy in support of the proposal and in
light of the personnel program area
that requires these records.

§293.104 Collection of information.

(@) Any information in personnel
records whether or not those records
are in a system of records, used in
whole or in part in making a deter-
mination about an individual’s rights,
benefits, or privileges under Federal
personnel programs should, to the
greatest extent practicable, be col-
lected directly from the individual con-
cerned. Factors to be considered in de-
termining whether to collect the data
from the individual concerned or a
third party are when:

(1) The nature of the information is
such that it can only be obtained from
another party;

(2) The cost of collecting the infor-
mation directly from the individual is
unreasonable when compared with the
cost of collecting it from another
party;

(3) There is virtually no risk that in-
formation collected from other parties,
if inaccurate, could result in a deter-
mination adverse to the individual con-
cerned;

(4) The information supplied by an
individual must be verified by another
party; or

(5) There are provisions made, to the
greatest extent practicable, to vertify
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information collected from another
party with the individual concerned.

§293.105 Restrictions on collection
and use of information.
(@) First Amendment. Personnel

records describing how individuals ex-
ercise rights guaranteed by the First
Amendment are prohibited unless ex-
pressly authorized by statute, or by the
individual concerned, or unless perti-
nent to and within the scope of an au-
thorized law enforcement activity.
These rights include, but are not lim-
ited to, free exercise of religious and
political beliefs, freedom of speech and
the press, and freedom to assemble and
to petition the government.

(b) Social Security Number.

(1) Agencies may not require individ-
uals to disclose their Social Security
Number unless disclosure would be re-
quired;

(i) Under Federal statute; or

(i) Under any statute, Executive
order, or regulation that authorizes
any Federal, State, or local agency
maintaining a system of records that
was in existence and operating prior to
January 1, 1975, to request the Social
Security Number as a necessary means
of verifying the identity of an individ-
ual.

(2) Individuals asked to voluntarily
(circumstances not covered by para-
graph (b)(1) of this section) provide
their Social Security Number shall suf-
fer no penalty or denial of benefits for
refusing to provide it.

§293.106 Safeguarding information

about individuals.

(a) To ensure the security and con-
fidentiality of personnel records, in
whatever form, each agency shall es-
tablish administrative, technical, and
physical controls to protect informa-
tion in personnel records from unau-
thorized access, use, modification, de-
struction, or disclosure. As a mini-
mum, these controls shall require that
all persons whose official duties re-
quire access to and use of personnel
records be responsible and accountable
for safeguarding those records and for
ensuring that the records are secured
whenever they are not in use or under
the direct control of authorized per-
sons. Generally, personnel records
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